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Introduction – Use Case

q Collaborative Learning (CL) over vertically split data is a scenario where features for the same 
entity are split across multiple devices

q Some real-world scenarios, where data is distributed and ability to handle dynamic 
changes in network is critical:
Ø Robustness: Sensors observing different data modalities across an ocean or sea, 

may become unreliable given the  harsh outdoor conditions. Thus, sensors may 
leave or join the network arbitrarily. System performance must be reliable even in 
such a scenario.

Ø Remote Monitoring: Having a central server for surveilling a network of sensors in 
difficult to access harsh environments, such as the ocean, is challenging. Thus, there 
is a need for sensor network that operates without a central server.



Introduction – Research Question

Can we develop a cross-device decentralized collaborative
learning (CL) method that maintains strong performance

at test time even under near-catastrophic faults?



Introduction – Contributions

ØFormalize the problem of decentralized collaborative learning under 
dynamic network conditions, called Dynamic Network Collaborative 
Learning (DN-CL)

ØWe develop MAGS, combining fault simulation, aggregator replication, and 
ensemble gossiping to provide fault tolerance during the inference stage of 
DN-CL

ØConduct extensive experiments and study the fundamental tradeoff 
between communication cost and robustness.
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Setup – Dynamic Network Collaborative Learning (DN-CL)



Setup – Client selection function (ℎ)

Active Client (ℎ!"#$%&("𝒚)): Randomly selects active client

Ø A criterion is required to select an aggregator
Ø We formulate a client selection function, ℎ 
Ø The function represents the communication to an external entity
Ø In the paper we present 4 functions but here focus on hactive
 



Setup – Dynamic Risk

Rh(θ;G(t)) ! EX,Y,G(t),h[ℓh(Ψ(X; θ,G(t)), Y )]

Ψ : X → YC is a distributed inference algorithm parameterized by θ that
outputs one prediction for each client and ℓh(ŷ, y) ! ℓ(h(ŷ;G(T )), y) is a loss
function where h : YC → Y (which could be stochastic) post-processes the
client-specific outputs to create a single output based on the communication
graph at the final inference time T , and ℓ could be any standard loss function.

Dynamic Risk
Distributed Inference 
Algorithm

Client Selection 
Function
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Method – MAGS: Challenges

Challenges in cross-device decentralized collaborative learning (CL): 
Ø At inference time, faults are encountered
Ø A single server is a point of catastrophic failure
Ø Variability among device predictions



Method – MAGS: Solutions

Keys to fault tolerant inference over dynamic device network: 
Ø Inference faults: Training with simulated faults
Ø Catastrophic failure: Replicating aggregators
Ø Prediction variability: Ensembling predictions via gossip

Multiple Aggregation with Gossip Rounds and Simulated Faults (MAGS)



Method – MAGS

(a) CL (e.g., VFL) (b) MACL (c) MACL-G (d) CD-MACL-G (MAGS)
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Figure (a) CL setup with D1 acting as a client as well as the aggregating server. (b) MACL arrangement has 
both the devices acting as data aggregators aside from being clients. (c) MACL-G is an extension of MACL 
wherein the output log probabilities are averaged for final prediction. (d) CD-MACL-G is a variant of MACL-
G where during the training phase, representation from D2 to D1 is not communicated by design. 



Method – MAGS Dynamic Risk

Dynamic Risk Lower Bound

Rh(θ;Gr(t)) ≥ (1− r
K) ·Rh(θ;Gbase) + r

K ·Rrnd

Equation 1: Multiple aggregators, K, reduce the chance of catastrophic failure of the 
system, even for high failure rate, r 

Risk with faults Risk without faults
Risk of random 
predictor

Number of 
AggregatorsFault Rate



Method – MAGS Dynamic Risk
Dynamic Risk Upper Bound

1. Risk of catastrophic failure
2. Reduction in risk due to model ensembling
3. Approximation of ensembling using gossip averaging

Rh(θ;Gr(t)) ≤ rK ·Rrnd + (1− rK)
(

1

K

∑

kR(k)− 1
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Results – Experimental Setup

Figure: MNIST images split into 16 (49) sections
for our evaluation. Each section is assigned to a 
particular device, denoted 𝐷i

Fault Models:
• Device 
• Communication
• Temporal

Baseline Communication Network:
• Complete Graph 
• Grid Graph
• Ring Graph
• Random Geometric Graph

Datasets:
• MNIST
• CIFAR10/100
• StarCraftMNIST
• TinyImageNet

Baseline Methods:
• VFL 
• PD-VFL
• Ablated versions of MAGS



Results – Multiple Fault Modes and Topologies

Ø Our proposed method, MAGS has 
the best performance for both 
device and communication faults

Ø Unlike VFL, performance 
degradation for MAGS at higher 
fault rates is graceful

Ø Low communication variants of 
MAGS also demonstrate robust 
performance to high fault rates

Figure: Test accuracy with and without communication (CD-) and party-wise (PD-) 
Dropout method  for StarCraftMNIST with 16 devices. Here we include models trained 
under a dropout rate of  30% (marked by 'PD-' or 'CD-').



Results – K-MACL

Table 1: Active Rand (Avg) performance at test time with 30% communication fault rate.

Ø Compared to VFL, MACL performs better but it comes at higher communication cost. 
Ø Our proposed 4-MACL is shown to be a low communication cost alternative to MACL.
Ø Comparing performance and communication of 4-MACL and MACL, reveals an efficient trade-off between 

robustness and communication cost.
Ø 4-MACL with a poorly connected graph is still better than VFL with well connected graph



Results – Multiple Datasets

Table 2: Best models for 30% and 50% complete-communication test fault rates within 1 standard deviation are bolded. 

Ø Across different datasets, MAGS has the best performance for the practical Active Rand client selection function 
Ø Gossip’s benefits for ML performance and reduced client variability is evidenced by the Best/Worst oracle metric gap
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Conclusion 
Ø We defined Dynamic Network Collaborative Learning (DN-CL) to address robust 

inference for vertically split data in decentralized networks that are prone to catastrophic 
faults.

Ø We proposed MAGS (Multiple Aggregation with Gossip Rounds and Simulated Faults), a 
novel method that ensures high fault tolerance by integrating three key features:
q Fault Simulation 
q Aggregator Replication
q Gossip Layers

Ø Experiments demonstrated that MAGS significantly outperforms standard VFL baselines, 
maintaining high performance even at extreme fault rates.

Ø Our analysis revealed a fundamental tradeoff between communication cost and 
robustness, which can be directly controlled by adjusting the number of aggregators.
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